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Role Title Lead Security Information Risk Advisor 

Job Family Security Sub Category Cyber Security Grade TPB5 

Authority and Scope e Internal and External Communications  Potential Next Career Moves 

• Monitor team’s activities ensuring all work delivered in agreed 
timeframes and in compliance with all relevant policies and 
processes 

• Escalate identified risks and security breaches that are beyond 
agreed tolerances  

• Responsible for performance and development of 1 Senior 
SIRA and 1 Practitioner SIRA ensuring all comply with policies 
and processes 
 

 

• Customers, directors and senior internal contacts to explain 
potential security risks and advise on mitigation of risks 

• Analysts, application developers and testers to provide advice 
on security information risks 

• Security Architects to advise how to build robustness into 
technical solutions 

• Wider security team to analyse issues, and understand how 
different types of attack might manifest in the network 
 

 
 
 
 
 
 
 
 
 
 
 

 
 

 

Skills 
 

 

 

 

 

 

 

e Qualifications, Knowledge and Experience 

• Stakeholder management 
• Lead in a matrix structure 
• Bridge technical and non-technical  
• Applied security capability 
• Information Risk Assessment and Risk Management 
• Risk understanding and mitigation 
• Protective security 
• Security architecture 
• Threat understanding 

 

•  

Essential  
• IS related qualifications, e.g. CESG Certified Professional; ISO 

207001 Internal Auditor or Lead Implementer 
• Extensive knowledge of technical and security tools and 

techniques  
• Experience analysing proposals, processes and practices and 

identifying security information risks 
• Line management experience 
• Strong influencing and interpersonal skills 
• Able to produce clear technical documentation 

 

•  

Desirable 
•  

Behaviours • Seeing the Big Picture • Making Effective Decisions • Communicating and Influencing • Delivering at Pace • Leadership Charter 

Purpose Lead team identifying potential security information risks and providing governance, consultancy on how to manage and mitigate against those risks. 

Key Accountabilities 

• Recruit, direct, engage, performance manage, coach and 
develop a team of Security Information Risk Advisors to drive 
high performance 

• Working on cross-business processes and large programmes of 
work within the FCDO Services and for its Customers:  identify 
potential security information risks associated with the 
acquisition, implementation or use of technologies, including 
software, hardware, access points and user processes. 
Recommend controls, audit requirements and tests to monitor 
and mitigate risks. 

• Analyse identified security breaches and recommend solutions 
to  mitigate against similar incidents occurring in the future 

• Provide governance, consultancy and business-driven advice 
on the management of security information risk and promote 
security awareness across the organisation 

• Input to the development of security policies, risk assessment 
and architecture for FCDO Services and its customers 

• Coach associates and share knowledge with team colleagues 
• Maintain own professional development and expertise in the 

latest technologies and best practice to support and grow the 
business and team 
 

 
 


